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Abstract
Public blockchains such as Ethereum now host decentralized fi-

nance (DeFi) and a growing share of tokenized assets. While ac-

counts are pseudonymous, anyone can deduce from the public

ledger who paid whom, how much, and which positions they hold.

Even worse, the record is permanent. Shielded pools hide each

payment among many others. Yet most protect their records with

elliptic-curve cryptography that future quantum computers can

break to reveal past payments. Several support only atomic DeFi

trades, and their disclosure mechanisms answer only limited com-

pliance questions.

In this paper, we present Fuyu, a privacy protocol for DeFi

that leverages recent advances in zero-knowledge succinct non-

interactive arguments of knowledge (zkSNARKs) and in post-

quantum key encapsulation. First, like other shielded pools, Fuyu

holds money in private unspent transaction outputs (UTXOs),

called notes, but it goes further and introduces the deferred note,
whose owner is determined in advance but whose amount depends

on external state, such as the reserves of a Uniswap exchange.

Fuyu fills in the amount when the trade executes, and anyone

can then finalize the deferred note into a normal note. A deferred

note can also hold a claim on a pending position, such as a queued

withdrawal, so that even non-atomic DeFi operations stay private.

Second, Fuyu replaces the elliptic-curve encryption of earlier pools

with ML-KEM, a standard quantum-resistant key encapsulation

mechanism whose efficient partial decryption also lets recipients

scan the ledger faster for the notes addressed to them. Third, we

design the Fuyu Policy Language (FPL), a domain-specific language

for Yes/No questions about an account’s history, such as whether

the account holds at least $1 million. FPL is sound, so any answer

that the account’s holder proves with a zkSNARK holds on the

complete history where the question is defined, while the proof

reveals none of the account’s records.

We implement and evaluate Fuyu on Ethereum, where it achieves

privacy against quantum computers and lower DeFi gas costs than

RAILGUN. Fuyu’s delivery-tag filter finds a user’s outputs on the

ledger 6.2× faster than in RAILGUN, the current state of the art for

private DeFi on Ethereum. Fuyu keeps its notes in a lean incremental

Merkle tree (LeanIMT), which needs fewer hashes to add a note

than a standard Merkle tree. Common DeFi operations such as

swaps and lending supplies cost around 10% less gas with Fuyu than

with RAILGUN under the same conditions. Fuyu is also compliance-

friendly, since FPL can express a wide range of common compliance

questions, and a user can produce a zero-knowledge proof of funds

in a browser within 3.4 minutes.

1 Introduction
Public blockchains such as Ethereum are the first ledgers to run

open financial applications, known as decentralized finance (DeFi),

at scale. They can do so in part because, unlike banks, they require

no trusted intermediary. Instead of a central operator, every node

keeps a copy of the ledger and checks every transaction, so the

ledger is public. Financial institutions have now begun to issue

stocks, bonds, and fund shares on these ledgers as tokens. The

world’s stock markets are worth about $170 trillion [61], and more

than $3 billion of stocks and funds are already tokenized [56].

While users may hold many addresses, or pseudonyms, a growing
body of research shows that anyone can de-anonymize them from

public data [29, 35]. An exchange account, a public profile, or a

reused address often suffices to tie an address to a person or a

company [32], and from then on anyone can search that party’s

past payments and positions. Worse, the record is permanent. As

a result, a public blockchain fails to offer even the confidentiality

that institutions have in traditional finance. A fund that moves

its treasury onchain exposes every payment, counterparty, and

position, and large visible balances make their owners targets [42].

Yet institutions have legitimate reasons to protect their activity.

A fund wishes (1) to keep its payments and positions confidential,

today and after quantum computers arrive, (2) to keep using DeFi

even if a service it relies on stops working, and (3) to show its lender

and its auditor only the minimum required information. To move

onchain, institutions thus need a privacy protocol that hides their

activity from any future attacker, works with the financial contracts

they already use, and still lets them prove what their counterparties

need to know, such as a minimum balance for a lender or clean

sources of funds for an auditor.

Existing approaches and limitations. Privacy protocols that

use zero-knowledge proofs, most notably Tornado Cash, RAILGUN,

and Privacy Pools v1 [11, 47, 52], follow the design of Zerocash [9].

A zero-knowledge succinct non-interactive argument of knowledge

(zkSNARK) lets a prover convince any verifier, including a smart

contract, that a statement about secret data, the witness, is true
without revealing the witness. These shielded pools keep money in

notes, record only hashes of them on the chain, and let a user spend

a note by proving that it owns one of the recorded notes, without

revealing which. They remain private payment systems rather than

a private platform for DeFi, for three reasons.

First, they protect their records with elliptic-curve cryptography.

Anyone can save these records now and, once quantum computers

exist, link deposits to withdrawals or read payments. This retro-
spective quantum attack, also called harvest-now-decrypt-later, can
expose past payments even after funds have moved. L2BEAT, the

leading third-party platform that rates the security and privacy

risks of Ethereum projects, rates Tornado Cash and RAILGUN as

at risk [31]. Privacy Pools v1 uses only hashes but supports only

deposits and withdrawals.

Second, a DeFi trade’s result depends on contract state when it

executes, but in Tornado Cash, the proof determines everything a

transaction does before it is sent. ManyDeFi operations are also non-
atomic, meaning that they settle only in a later, separate transaction.
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Figure 1: Overview of Fuyu. Boxes are data or components, and the blue labels A–G are steps. A–B prove and verify a spend,
C–D execute a trade and finalize its measured result, and E–G let an auditor encode its compliance questions as a query in the
Fuyu Policy Language (FPL), send it to the holder, and verify the answers.

In lending, for example, a lender deposits funds into a vault and, to

take them back, requests a withdrawal, which some vaults pay out

only days later [41]. RAILGUN allows only atomic trades, whose

outputs return to its pool within the same transaction [52], so such

a withdrawal requires an adapter that represents the pending claim

as a shieldable token.

Third, their disclosure mechanisms do not answer arbitrary com-

pliance questions. A Zcash viewing key shows every payment that

an account has received [26], and the deposit proofs of Privacy

Pools v1 and RAILGUN prove nothing about how much a fund

holds [11, 53]. Different questions also need different evidence. A

fund can show that it holds at least $1 million with a few notes that

add up to that amount, but to show that none of its money came

from a sanctioned address, it must account for every deposit, since

any deposit left out could be the sanctioned one.

Challenges. These three limitations pose three challenges for

any protocol that serves the fund.

C1: Post-quantumpayment privacy. Blockchain data is public
and permanent, so an attacker can copy it today and decrypt it years

later with a quantum computer. A protocol must therefore make

sure that nothing it records on the chain can be read or linked once

elliptic curves are broken, including the records of who owns what,

the encrypted payments, and any hint that helps a recipient find

its payments.

C2: Censorship-resistant transactions. The holder of private
funds should be able to pay, trade, and withdraw even if the app it

uses or the service that submits its transactions disappears. Trades

make this difficult. A trade’s output depends on the chain’s state

when the trade executes, and a non-atomic DeFi operation delivers it

only in a later transaction, so the holder cannot create the resulting

note in advance. Some party must create the note once the output

is known, and if only one operator can do so, that operator can

withhold the holder’s funds.

C3: Privacy-preserving compliance. A lender or an auditor

needs answers to specific questions, not the fund’s full history.

A protocol must therefore determine sufficient evidence for each

answer and prove the answer in zero knowledge, so that the auditor

learns only Yes or No and nothing else about the holder’s notes.

Our approach. In this paper, we propose Fuyu, a programmable

privacy protocol for DeFi from zkSNARKs that meets all three chal-

lenges. Fuyu follows Bitcoin’s unspent transaction output (UTXO)

model. It keeps money in notes, each holding an asset, an amount,

and an owner, and each note is spent in full, with any change re-

turned as a new note. All notes belong to one shielded pool, the

Pool, which records on the ledger only a hash of each note, its com-
mitment. To spend a note, its holder sends the Pool a zkSNARK

showing that it owns the note, together with the note’s nullifier, a
one-time hash that prevents double-spending attacks.

As shown in Figure 1, the holder generates at A a spend proof, a

zkSNARK showing that it owns the notes it spends. At B , the Pool

verifies the proof and uses the notes’ nullifiers to check that they

were not spent before. At C , the Pool runs the holder’s trade at a

DeFi venue, measures the amount that comes back, and records the

trade’s output as a deferred note in a receipt. At D , finalizing turns

the deferred note into a normal note and adds its commitment to the

Pool’s note commitments. At E , an auditor encodes its compliance

questions, such as proof of funds or source of funds, as a query in

the Fuyu Policy Language (FPL) and sends the query to the holder.

At F , the holder type-checks the query and proves supported

answers with zkSNARKs on its own device. At G , the auditor

verifies these proofs against the note commitments and learns the

proven Yes answers, but nothing about the private witness.

To address C1, Fuyu protects note owners and payment openings

with hashes, symmetric encryption, and post-quantum key encap-

sulation, so these records stay private after quantum computers

arrive under our cryptographic assumptions. Fuyu uses ML-KEM

inside X-Wing [7], which pairs it with the classical elliptic-curve

key exchange X25519, so the encryption stays secure as long as

either one does. Beyond quantum resistance, ML-KEM also helps a

recipient find its notes. Because notes are private, a recipient must
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check every new note on the ledger to find those addressed to it.

Each delivered private output carries a short delivery tag, a hash
of its ML-KEM shared secret, so a partial decryption of only a few

polynomial multiplications identifies candidate notes for the recip-

ient, without the costly re-encryption check of a full decryption.

This check costs far less than the elliptic-curve key exchange that

a recipient would otherwise compute for every note.

For C2, we introduce the deferred note, a new type of UTXO

whose owner is determined in advance but whose amount depends

on the state of a DeFi contract. A trade creates a deferred note in

two steps. First, the holder’s zkSNARK determines the note’s owner,

and in the same transaction the Pool sends the holder’s funds to

the contract, measures the amount that the contract returns, and

records this amount with the owner in a receipt. Second, finalizing
turns the receipt into a normal note that its owner can spend. Fi-

nalizing is permissionless, because the receipt fully constrains the

note’s owner and amount, so no centralized operator is needed. A

non-atomic DeFi operation, such as a queued withdrawal, becomes

two atomic trades. In the first, the venue’s adapter, a contract that
holds the pending position for all its ticket holders, returns a fungi-

ble ticket, which the Pool measures into a deferred note. Once the

position settles, a second trade exchanges the ticket for the assets,

and the holder’s ownership stays private between the two trades.

To meet C3, we design FPL, a domain-specific language for

Yes/No questions about an account’s history. We give FPL a formal

semantics and a type system that infers sufficient evidence for each

answer, either a few of the account’s records or its complete history.

We prove that FPL is sound, so any answer that the holder proves

with a zkSNARK on its own device holds on the complete history

where the question is defined, while the auditor learns only Yes or

No.

Evaluation. We implement Fuyu on Ethereum and compare it

with Tornado Cash, Privacy Pools v1, RAILGUN, and Privacy Boost,

four privacy protocols deployed on Ethereum and OP Mainnet.

• Privacy. Of the compared privacy protocols that support pri-

vate payments and DeFi, only Fuyu keeps payments unlinkable

against a future quantum computer, because it protects note own-

ers and payment openings with hashes, symmetric encryption,

and post-quantum key encapsulation.

• Speed. Fuyu’s delivery-tag filter finds a user’s outputs on a ledger
with one million notes in 2.4 min, 6.2× faster than in RAILGUN

on the same machine, because a delivery tag needs only a partial

decryption.

• Cost. Common DeFi operations such as swaps and lending sup-

plies cost around 10% less gas with Fuyu than with RAILGUN

under the same conditions. Fuyu’s lean incremental Merkle tree

(LeanIMT) needs fewer hashes to add a note.

• Compliance. FPL can express a wide range of common compli-

ance questions. A zero-knowledge proof of funds over up to 64

notes takes 15 s natively and 3.4 minutes in a browser, and the

auditor verifies it in 0.34 s, whereas the compared systems offer

no such zero-knowledge proof of funds.

Our contributions. Our contributions are as follows.
(1) Post-quantum payment privacy. A note format that protects

owners and payment openings with hashes, symmetric encryp-

tion, and post-quantum key encapsulation, with delivery tags

that let a recipient identify candidate notes after the first, cheap

step of ML-KEM decryption.

(2) Deferred notes. A new type of UTXO whose owner is de-

termined in advance but whose amount depends on the state

of a DeFi contract. Permissionless finalization turns it into a

normal note, in the same or a later transaction, which supports

non-atomic DeFi operations without a centralized finalization

operator.

(3) A domain-specific language for privacy-preserving com-
pliance. The Fuyu Policy Language (FPL), a domain-specific

language for Yes/No questions about an account’s history, with

a formal semantics, a type system that infers sufficient evidence

for each answer, and a proof of soundness, so that any answer

that a holder proves with a zkSNARK holds on the account’s

complete history where the question is defined.

We believe that Fuyu opens up private DeFi to institutions and

is a key step toward moving institutional finance onchain.

2 Overview
2.1 Background

zkSNARKs. A zkSNARK is a non-interactive zero-knowledge

proof of knowledge that is succinct, meaning that its proofs are short

and quick to verify. More precisely, a rule R(𝑋 ;𝑤) relates a public
statement 𝑋 to a private witness 𝑤 . To prove the rule, one writes it

as an arithmetic circuit, a static list of additions and multiplications

over a finite field whose inputs are 𝑋 and 𝑤 , and which accepts

exactly when R(𝑋 ;𝑤) holds. A prover then produces a proof 𝜋 that

it knows some𝑤 with R(𝑋 ;𝑤), and anyone can check 𝜋 . The proof

is zero knowledge, so it reveals nothing beyond this fact, and it is a

proof of knowledge, so a prover can make it only if it actually knows

such a𝑤 . Knowing matters here, because a witness exists for every

note, but only its owner knows one.

Shielded pools. Like Bitcoin [36], shielded pools follow the

UTXO model, in which money is held in unspent transaction out-

puts that are each spent in full, and any change is returned as a new

output. In a shielded pool, these outputs are called notes. A note

records an asset, an amount, and an owner, together with secret

randomness, and these contents form the note’s opening. The pool
never stores the opening. It stores only the note’s commitment, a
hash of the opening. Because the opening includes secret random-

ness, the commitment reveals nothing about the note, and because

finding two openings with the same commitment is infeasible, the

commitment can be opened only to the note it was made from. A

deposit hands the pool some tokens together with a commitment

to a new note for that amount. To spend a note, its holder posts the
note’s nullifier, a hash of the commitment and a secret key of the

holder, together with a zkSNARK proof of the statement “I know

the opening of a commitment in the pool’s list whose nullifier is

this one.” The pool rejects a nullifier that it has seen before, so no

note can be spent twice. Since the proof reveals nothing more and

the nullifier looks random to anyone without the key, no one can

tell which note was spent. All the notes that a spend could have

come from form its anonymity set, and unusual amounts, timing,

and reused addresses can shrink that set [29].
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Figure 2: One deposit of the fund’s treasury through Fuyu. (1) The fund deposits 𝑎 of a stablecoin X. (2) The fund pays a supplier
𝑏 of X privately and keeps the rest as change, through a relayer that anyone can run. (3) It deposits 𝑑 of X in a vault for at least
𝑚 of the share token Y, and the Pool records the measured 𝑞 of Y in a receipt. (4) The relayer adds this note to the note tree.
(5) The lender asks whether the fund holds at least𝑚 of Y, and the fund answers with a proof.

The note tree. The pool keeps the commitments as the leaves

of a Merkle tree, in which each inner node hashes its two children,

so that the root rt summarizes every leaf. A spend then proves that

it knows the opening of a leaf under rt, using only the leaf’s path

to the root, whose length grows with the logarithm of the number

of notes.

Private payments. A spend consumes notes and creates new

ones, one for the recipient and one for any change, and its proof

shows that the values add up. A spend may also pay part of its

value to a public address, which is how funds leave the pool. The

sender encrypts each newnote’s opening for its recipient, so that the

recipient can later spend it. In Zcash and RAILGUN, this encryption

uses a key that the sender agrees with the recipient through an

elliptic-curve multiplication, and the recipient finds its payments

by trying to decrypt every new note [26, 54]. These attempts are the

main cost of running a wallet, because they grow with the number

of notes on the chain.

Post-quantum key encapsulation. A key encapsulation mech-
anism (KEM) lets a sender use the recipient’s public key to create a

fresh shared secret and a ciphertext, from which the recipient re-

covers the same secret with its private key. ML-KEM [38] is a KEM

designed to resist cryptanalytic attacks by future powerful quantum

computers, and it was standardized in 2024. Its decapsulation first

decrypts the ciphertext with a few polynomial multiplications and

then re-encrypts the result to check it, which costs most of the time.

X-Wing [7] is a KEM that runs ML-KEM-768 and the elliptic-curve

key exchange X25519 side by side and hashes both secrets into one,

so it stays secure as long as either one does, X25519 against classical

attackers and ML-KEM-768 against quantum ones.

DeFi venues. ADeFi venue is a contract that takes one token and
gives back another, for example an exchange such as Uniswap [3] or

a vault that takes deposits [57]. Because other trades can move the

price before it runs, the amount it returns is known only afterwards,

so the caller states the least it will accept. A lending vault, for
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instance, takes deposits and issues shares that earn interest. Some

venues, such as a withdrawal queue or a prediction market, settle

only after a later event.

2.2 Motivating Example
Figure 2 follows one deposit of the fund’s treasury through Fuyu.

Each column of the figure is a party, from the fund and its supplier

to the relayer, the Pool, a lending vault, and the lender, and each

row is one step. The fund pays suppliers from its stablecoin treasury

and puts idle stablecoins in a lending vault, and each quarter its

lender asks about its holdings. In the figure, X is a stablecoin such

as USDC, Y is the vault’s share token, 𝜋 marks a proof, and Q

marks the lender’s question. Because a note is spent whole, like a

Bitcoin output, every payment creates one note for the recipient

and another for any change.

(1) Step 1: Deposit. The fund deposits 𝑎 of X from its public ad-

dress, which everyone can see. The Pool records a note for the

fund. The deposit needs no proof, because the Pool sees what

it received, and the note names its owner only through a hash.

(2) Step 2: Transfer. The fund then pays a supplier 𝑏 of X. Its wallet

spends the whole note and creates two new notes, with 𝑏 for

the supplier and 𝑎−𝑏 as change. The proof shows that the fund
owns a note in the Pool, and the spend publishes the note’s

nullifier. Each new note travels encrypted to its recipient, so the

supplier need not be online. The wallet then hands the proof to

a relayer, which submits it from its own address. Anyone can

be a relayer, because the proof covers the whole request, so a

relayer can delay or withhold it but not change it.

(3) Step 3: Execute. Next, the fund deposits 𝑑 of X from its change

in the vault. Its proof states the input 𝑑 , the minimum return

𝑚 of Y, the route, which names the contract that performs the

deposit, and the owner of the result, given as a hash that names

no address. Once the relayer submits the request, the Pool calls

the route, measures the 𝑞 of Y that the vault issued, and checks

that 𝑞 ≥𝑚. It then records 𝑞 and the owner in a receipt, together
with the fund’s remaining change.

(4) Step 4: Finalize. The relayer, now acting as finalizer, turns the
receipt into notes in the Pool, and only then can they be spent.

Finalizing is a separate step so that anyone could finish it if the

relayer stopped here. Normally, both steps run in one transac-

tion.

(5) Step 5: Query. At quarter end, the lender asks in FPL whether

the fund holds at least 𝑚 of Y. The fund proves on its own

device that its unspent notes of Y total at least𝑚 at the query’s

snapshot, without revealing which notes it counted or how

many, up to a preset cap. Answering is the fund’s choice, and

no Fuyu service is involved. The lender checks the proof against

finalized history, the blocks the chain has accepted as final.

What observers learn. Observers see the fund’s deposit of 𝑎
and the relayer as the sender in steps 2 to 4. They cannot, however,

see who made steps 2 and 3, whom the fund paid in step 2, or how

much. Step 3 calls a public venue, so its assets and the amounts 𝑑 ,𝑚,

and 𝑞 are visible, as for any trade [4]. The rest of the change stays

private, so even someone who knows 𝑎 and 𝑑 cannot tell how it was

split. Amounts, timing, and the choice of relayer and fee are the
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Figure 3: A deferred note. Each transaction lists its inputs on
the left and its outputs on the right. 𝑋,𝑌 are assets, and 𝑞 is
the output amount determined by the DeFi contract.

main clues that could link a spend to a deposit, so common amounts

and waiting still help [32]. A withdrawal to a public address shows

its amount.

3 Problem Formalization
3.1 Deferred Notes
Blockchains keep money in one of two ways. In Bitcoin’s UTXO

model, the ledger holds unspent transaction outputs (UTXOs), each

with an owner, an asset, and an amount, and a transaction consumes

some UTXOs in full and creates new ones. In Ethereum’s account

model, contracts keep state, such as an exchange’s reserves, and

what a transaction does depends on that state when it executes.

Shielded pools use the UTXO model, because a note can be spent

without revealing which one it is, whereas DeFi contracts keep

their state in accounts (Figure 3).

In the shielded pools of Section 2.1, the prover decides every

new note, its owner and its amount, before the transaction is sent,

and the contract only checks the proof. In Figure 3, the transfer is

such a transaction. It merges two of Alice’s notes and splits their

value into a payment to Bob and Alice’s change. Such a transaction

cannot use an account’s state, because what a trade returns depends

on that state when it executes (Section 2.1).

A deferred note connects the two. It is a new type of UTXOwhose

owner is determined in advance but whose amount is determined

by an account’s state when the transaction runs. To create one, a

transaction spends notes into the account, and its proof commits to

the operation on the account, called a route, with its input, and to

the deferred note’s owner through the owner commitment, a hash
that hides who the owner is. When the transaction executes, the

ledger performs the route, measures the amount 𝑞 that the account

returns, and records a receipt that binds 𝑞 to the committed owner.

Finalizing the receipt then adds the deferred note to the ledger as

an ordinary note that its owner can spend. In Figure 3, the trade

sends Alice’s 2 X to a DeFi contract, such as an exchange or a

lending vault, whose state at that moment sets the amount 𝑞 of Y

that she receives. A non-atomic DeFi operation, such as a queued

withdrawal or a bet on a prediction market, settles only later, so

it becomes two atomic trades. The first returns a fungible ticket
for the pending position, and once the position settles, the second

exchanges the ticket for the assets.
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A deferred note thus splits a new note between two parties.

The prover decides, privately and in advance, who owns it, and an

account’s state decides how much it holds. The DeFi contract does

not need to know about notes, because the ledgermeasures what the

contract returns instead of asking it. Any admitted route that pays

out such a token can therefore produce a deferred note, and none

can misreport the amount. Finalizing a receipt is permissionless

and happens exactly once, so no party can withhold a finished trade

from its owner. Ordinary payments are the special case in which

the prover decides every note.

3.2 Threat Model
Parties and authority. Several parties take part in the example,

but only the holder can authorize a spend. No relayer, finalizer, or

auditor can move or reveal its notes. Private use of deposit notes

also depends on source screening; the holder can otherwise exit by

revealing the deposit’s source.

• Holder. The holder knows its spend secret and the note’s open-

ing, so it can spend its notes, but it can neither double-spend a

note nor counterfeit funds.

• Relayer, adapter, and finalizer. A relayer may submit, delay,

or refuse a request, but cannot change it. An adapter performs

one operation at one or more DeFi venues. The finalizer, who

may be anyone, adds a receipt’s notes to the tree but cannot

change them.

• Auditor. An auditor, such as the fund’s lender, may send the

holder questions and check its answers. It cannot force an answer

or read the holder’s private history.

Adversary. The adversary may own notes, run relayers, final-

ize trades, receive audit queries, and see every public or pending

transaction. It may race or replay a request, submit a false proof,

or trade ahead of a trade [15]. It does not know the victim’s spend

secret, although it may know the opening of a note it paid to the vic-

tim. A trade’s minimum return limits the victim’s loss from a price

movement. Later, the adversary may gain a quantum computer and

revisit all recorded chain data.

Retrospective quantum attacks. A retrospective attack tar-

gets the privacy of past, honestly executed transactions. An adver-

sary may archive today’s note ciphertexts and later decrypt them

with a quantum computer, the harvest-now-decrypt-later threat.

Recovering an opening through recorded ECDH ciphertexts can

expose its note’s ownership even if the hash commitment itself

remains hiding. Moving funds or replacing a verifier cannot erase

these archived records. Under the assumptions below, Fuyu protects

encrypted openings with X-Wing and ownership links with secret

per-note hash tweaks. For a deferred settlement, the holder fixes its

tweak from its viewing key and recovery salt before execution; the

Pool later binds the measured amount 𝑞 to the fixed owner com-

mitment, and finalization needs no disclosure of the tweak. These

historical privacy guarantees allow the public-operation and timing

leakage described here. Quantum forgery against a live verifier is a

separate threat, addressed below in Section 6.

Assumptions. Fuyu’s guarantees rest on four assumptions. Cus-

tody and exit also require assets with truthful balances, exact trans-

fers, and no autonomous balance reduction or transfer blocking.

• Sound, zero-knowledge proofs. The zkSNARK is knowledge

sound: an accepted proof shows that its prover knows a valid

witness, even if the adversary has seen other proofs. It is also

zero-knowledge, so a proof reveals nothing else. The adversary

knows no trusted-setup secret.

• Secure hash functions. Poseidon, SHA-256, Keccak-256, and
X-Wing’s SHA3-256 combiner are collision resistant, so a com-

mitment cannot be opened to other note fields. On a secret high-

entropy input, they are also pseudorandom, even to a quantum

computer, so commitments hide the note fields, and nullifiers

and tags look random.

• Post-quantum key encapsulation. ML-KEM-768 is secure

against chosen-ciphertext attacks (IND-CCA) and anonymous,

even against a quantum computer. Only the recipient and the

sender can recover the secret behind a ciphertext, which does

not reveal the recipient’s key. For the delivery envelope, we

additionally assume that publishing the derived tag preserves

recipient anonymity and the combined secret’s confidentiality.

• Secure symmetric encryption and key derivation. Note-
opening and sender-recovery encryption is semantically secure,

and domain-separated key derivation produces pseudorandom

keys and tweaks from secret seeds or shared secrets, also against

a quantum adversary.

The privacy guarantee covers note records and delivery ciphertexts,

assuming the holder’s secrets remain private. It does not cover

signature-derived wallet seeds or public recovery backups unlocked

by an ECDSA wallet signature, which a quantum attacker could

reproduce after recovering that wallet’s key.

4 The Fuyu Protocol
Fuyu implements private notes and deferred notes with one con-

tract, the Pool, which holds the assets and stores the notes. Figure 4

shows how Fuyu computes its six data structures, the note tree (a),

a payment’s delivery tag (b), a note’s owner tag (c), its commit-

ment (d), a deferred note’s commitment (e), and a note’s nullifier (f).

We write 𝐻𝑥 for a Poseidon hash construction [21] with domain tag
𝑥 , a constant number that keeps different uses of the hash apart.

The numbers are fixed labels for hashing purposes, not leaf indices.

Note commitments, nullifiers, and request hashes also take the de-

ployment’s domain 𝐷 , which binds its chain and Pool address, so

that no note or proof can be replayed on another Pool. We omit

domain fields and fixed zero padding below.

4.1 Keys and Notes
Keys and addresses. A holder picks a random spend secret 𝑘

and derives two values from it (Figure 4c and f), its owner root
𝑅 = 𝐻218 (𝑘) and its nullifier key nk = 𝐻219 (𝑘). Because the two
hashes use different tags, one value reveals nothing about the other.

The holder publishes 𝑅 but keeps nk secret, and neither reveals 𝑘 .

To receive payments, the holder also generates an X-Wing key pair

(Section 2.1). Its receiving address is the pair (𝑅, pk) of its owner
root and its X-Wing public key. The address holds no secret, so the

holder may give it to payers or publish it.

Notes. We describe notes with no spend controller, an optional

wallet or contract whose approval is required in addition to the
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Hx  Poseidon hash with domain tag x, a fixed constant for each use
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Figure 4: Fuyu’s data structures. Here label is fuyu.tag.view, and 𝐷 identifies the chain and Pool. In a trade, the trader’s wallet
derives 𝑡 from its viewing key instead of ss. Domain and fixed inputs to Poseidon are omitted.

holder’s spend proof. Other notes publish the controller’s identity

when spent. A private note holds an asset 𝑎, an amount 𝑣 , an owner

tag 𝑜 , a nonce 𝑠 , and secret randomness 𝜌 , and its commitment 𝑐 is

(Figure 4d)

𝑐 = 𝐻216 (𝐻202 (𝑎, 𝑣, 𝑜, 𝑠, 𝜌), 0). (1)

The final zero here and in the owner commitment below means no

extra approval is required; the holder must still prove ownership.

The owner tag 𝑜 = 𝐻220 (𝑅, 𝑡) hashes the owner’s root with a tweak
𝑡 , a fresh secret for every note (Figure 4c). Without the tweak, all

of a holder’s notes would carry the same owner value, and publicly

exposed owner tags could be linked. With it, each note’s owner tag

looks unrelated to the others, yet only the holder of 𝑘 can prove

that a tag belongs to its root. In a private note, the randomness

𝜌 hides the note’s fields, and the nonce 𝑠 gives the note a unique
identity. Without it, a payer could send two notes with identical

contents, which would share one nullifier, so the recipient could

spend only one of them. Fuyu therefore derives 𝑠 from a nullifier

that the creating transaction spends, which never repeats, and from

the note’s position in that transaction.

Nullifiers. A note’s nullifier is 𝑛 = 𝐻224 (nk, 𝑐) (Figure 4f), using
its commitment 𝑐 and the holder’s secret nullifier key nk. Only
the note’s owner can compute it, because nk is secret, and each

note has exactly one, because 𝑘 determines nk. To spend a note, its

holder publishes 𝑛, and the Pool rejects a nullifier that it has seen

before. The spend proof links 𝑛 to an owned commitment without

revealing which commitment was spent.

Deferred notes. A deferred note’s amount is unknown when

the holder makes its proof, so the proof cannot contain the note’s

commitment. It contains an owner commitment 𝑂 instead (Fig-

ure 4e),

𝑂 = 𝐻215 (𝐻217 (𝑜, 𝜌), 0),
which binds the new note’s owner tag 𝑜 and fresh randomness 𝜌 .

For a trade, the Pool receives 𝑜 and 𝜌 publicly; the secret tweak 𝑡

hides 𝑜’s connection to the holder’s root 𝑅. The wallet derives 𝑡 and

𝜌 separately from its secret viewing key and a fresh public recovery

salt. When the trade executes, the Pool measures the amount 𝑞 of

the output asset 𝑏 that the venue returned and computes the note’s
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commitment 𝑐

𝑐 = 𝐻213 (𝑏, 𝑞, 𝑠′,𝑂). (2)

Like a private output, the nonce 𝑠′ = 𝐻214 (𝑛0) comes from a nulli-

fier that the trade spends, here 𝑛0, the nullifier of the trade’s first

input note. Everyone sees𝑂 and 𝑞, but only the holder, who knows

𝑘 and 𝑡 , can spend the note. A deposit note uses the same owner

commitment. The depositor supplies only 𝑂 , keeping 𝑜 and 𝜌 pri-

vate, and the Pool computes 𝐻201 (𝑎, 𝑣, src, ℎ, 𝑠,𝑂) from the amount

𝑣 of asset 𝑎 that it received, the depositing source src, the deposit
block ℎ, and a nonce 𝑠 from a counter that increases with every

deposit.

Ledger state. The Pool keeps four pieces of state. The note tree
𝑇 is a Merkle tree with up to 2

32
leaves (Figure 4a). Each leaf is

ℓ = 𝐻203 (𝜅, 𝑐), where 𝑐 is the note’s commitment and its kind 𝜅 is 0

for a deposit note, 1 for a private note, or 2 for a trade note, so that

a spend proof knows which of the three commitment formulas to

open. An inner node hashes its two children with𝐻204. The tree is a

lean incremental Merkle tree (LeanIMT) [65]. A node without a right

sibling moves up unchanged, as ℓ5 does in Figure 4a, so adding a

note takes one hash per set bit of its position rather than one per

level, about
1

2
log

2
𝐿 hashes on average over the first 𝐿 insertions

instead of 32, where 𝐿 counts appended leaves. Every completed

nonzero root that the tree publishes stays accepted, so membership

against an older root still verifies; the other spend checks still apply.

The nullifier set N holds the spent nullifiers, and the receipts 𝐽 hold
executed trades whose notes are not yet in the tree. The reserve
𝐶 [𝑎] records how much of each asset 𝑎 backs the notes and receipts.

4.2 Private Delivery
A commitment does not tell the recipient how to open its note,

so the sender also sends the note’s opening, encrypted for the

recipient. The sender takes the recipient’s X-Wing public key pk
from its receiving address and proceeds in four steps (Figure 4b).

(1) Encapsulate. The sender runs X-Wing’s encapsulation on pk,
which returns a fresh shared secret ss and a ciphertext from

which only the recipient, with its private key, recovers ss.
(2) Derive. From ss, the sender derives the note’s tweak 𝑡 , and hence

its owner tag 𝑜 = 𝐻220 (𝑅, 𝑡) using the recipient’s owner root

𝑅, as well as a symmetric key. The recipient recomputes both

from ss, whereas observers without the shared secret see an

owner tag unrelated to the recipient’s address and cannot link

the payment to that address from the tag.

(3) Encrypt. The sender encrypts the note’s opening under the

symmetric key. The spend proof shows that this ciphertext

decrypts to the opening of the new commitment under the

supplied shared secret. It does not prove the KEM ciphertext’s

correctness; the recipient checks the commitment after decap-

sulation before crediting the note.

(4) Tag. The sender attaches a 32-byte delivery tag, a SHA-256 hash
of the ML-KEM-768 component’s shared secret ssM, the fixed
label fuyu.tag.view, and the deployment domain 𝐷 . The sub-

script M denotes ML-KEM; Figure 4b shows its component

secret ssM beside the X-Wing secret ss. The tag uses SHA-256
rather than Poseidon, because Poseidon’s outputs are field ele-

ments whose biased top bits would set them apart from random

strings. The recipient, who can recover ssM, can recompute the

tag. Delivery-tag privacy requires ML-KEM-768 security, even

if X25519 remains secure.

A note’s delivery envelope, its tag followed by the X-Wing ciphertext,

is published with the transaction. Wallet-generated payment and

change envelopes use the same size and format; the envelope itself

does not identify their role. The proof covers every envelope in

order, so a relayer cannot remove or alter one, and the Pool never

reads a tag but only hashes each envelope into the request.

Finding payments. A recipient must examine every new note

to find its own. Decapsulating an ML-KEM ciphertext takes two

steps. The first, a decryption, derives a candidate shared secret with

a few polynomial multiplications. The second re-encrypts the result

and compares it with the ciphertext, which rejects forged cipher-

texts but costs most of the time. To check a note, the delivery-tag

filter runs only the first step and compares the note’s delivery tag

with the hash of the candidate secret. Only when the tag matches

does the wallet run the second step, finish the X-Wing decapsula-

tion, and decrypt the note’s opening. Filter matches remain local

until full decapsulation and commitment validation succeed. This

optimization assumes that adversaries cannot observe partial-filter

outcomes or timing. Change carries a tag for the holder’s own key,

so a wallet finds its change in the same way.

4.3 The Spend Circuit
Every spend, whether a transfer, a withdrawal, or a trade, proves

one rule Rspend (𝑋 ;𝑤) with one arithmetic circuit (Section 2.1). A

spend consumes one or two notes of the same asset and creates at

most two private notes. The public statement 𝑋 holds an accepted

note-tree root rt, the nullifiers, the new notes’ commitments, a

hash of the request, and any public payout and fee. For a trade,

𝑋 binds the route through the request hash and holds the exact

input 𝑑 that the route receives, the minimum return 𝑞min, and the

owner commitment 𝑂 of the deferred note. The private witness𝑤

holds the spend secret 𝑘 , the openings of the input notes with their

tweaks and tree paths, and the openings and shared secrets of the

new notes. The circuit makes three groups of checks.

(1) Ownership. Each input’s opening gives a commitment whose

leaf lies in the tree under the stated root. Here 𝑘 is the holder’s

spend secret, and 𝑡 , 𝜌 , and 𝑐 are that input note’s tweak, ran-

domness, and commitment. The input’s owner tag 𝑜 equals

𝐻220 (𝐻218 (𝑘), 𝑡), inside 𝑂 = 𝐻215 (𝐻217 (𝑜, 𝜌), 0) for a deposit or
trade note, and its nullifier equals 𝐻224 (𝐻219 (𝑘), 𝑐).

(2) Value. Each new note’s commitment matches its opening, and

its ciphertext decrypts to that opening under the key derived

from its shared secret. In the input asset, let 𝑣0, 𝑣1 be the input

amounts,𝑦0, 𝑦1 the new private amounts, 𝑣pay the public payout,

𝑣fee the relayer’s fee, and 𝑑 the amount sent to a venue, and let

𝛼 be 1 for a trade and 0 otherwise. Missing inputs or outputs

have amount zero. The circuit range-checks every amount and

enforces

𝑣0 + 𝑣1 = 𝑦0 + (1 − 𝛼)𝑦1 + 𝑣pay + 𝑣fee + 𝑑. (3)

For a trade, 𝛼 = 1 removes 𝑦1, because the proof accounts only

for the venue input and the private change 𝑦0, and the Pool

measures the venue’s output later.
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(3) Binding. The request hash in 𝑋 covers the payout’s recipient,

the relayer, the fee, a deadline, and the delivery envelopes, and

for a trade also its route, 𝑑 , 𝑞min, and 𝑂 . A relayer that submits

the proof can therefore delay or withhold it, but cannot change

any of these.

4.4 Operations
The Pool has five operations. Deposit brings assets in, Transfer

pays privately, Withdraw pays out to a public address, and a trade

runs in two stages, Execute and Finalize. Transfer, Withdraw,

and Execute each take a spend proof. The Pool first checks that the

proof verifies, that its root is accepted, that its nullifiers are not inN ,

and that its deadline has not passed, and it then adds the nullifiers

toN . Deposit notes must additionally pass source screening and its

delay for private spending; a full withdrawal revealing the source

bypasses screening. Each operation applies in full or not at all, so

no intermediate state can be spent.

Deposit. The depositor sends 𝑣 of asset 𝑎 with an owner com-

mitment 𝑂 . The Pool measures what it received and adds a deposit

note for 𝑣 of 𝑎, owned through 𝑂 , to the tree. A deposit needs no

proof, because the Pool sees the amount itself.

Transfer and withdraw. A transfer adds its new private notes,

the payment and any change, to the tree in the same step that

spends its inputs. A withdrawal sends 𝑣pay to a public address and

adds any private change.

Execute and finalize. A route names an adapter, a contract

that performs one operation at one or more venues, and the pair

of assets it trades. A trade runs in two stages (Algorithm 1), with

spend proof 𝜋 , public statement 𝑋 , and trade request 𝐴.

(1) Execute spends the inputs, sends exactly 𝑑 of the input asset 𝑎

to the adapter, and calls it. The Pool then measures the output

𝑞 of asset 𝑏 from its own balance and requires 𝑞 ≥ 𝑞min, or

the whole transaction reverts. It computes the trade note’s

commitment from 𝑞 and 𝑂 by Equation (2) and stores this

commitment 𝑐trade with the private-change commitment 𝑐change,

zero if absent, in a receipt 𝐽 [𝑛0], keyed by the first input’s

nullifier 𝑛0.

(2) Finalize deletes a receipt and adds its notes to the tree. Anyone

may call it, and it takes no input but the receipt’s key 𝑗 = 𝑛0,

so the finalizer cannot change the amount or the owner.

Every spend proves that its inputs are in the tree, and a receipt’s

notes are not yet there, so they become spendable only after Fi-

nalize. The two stages usually run in one transaction. They are

separate so that anyone can complete a trade whose submitter

disappears.

Algorithm 1 uses the note tree 𝑇 , spent-nullifier set N , reserves

𝐶 , and pending receipts 𝐽 . SpendOK checks the proof, the accepted

root, that the nullifiers are distinct and unused, applicable deposit-

source admission, the request hash, and the deadline. RouteOK
checks that the admitted adapter’s runtime code and Pool binding

match the route and that it trades 𝑎 for 𝑏. |𝑇 | counts appended
leaves, and slots(𝐽 ) counts the notes reserved by pending receipts;

all other appends preserve these slots. The indicator 1[𝑃] is 1 if

𝑃 holds and 0 otherwise; ∅ means no receipt. The input nullifiers

Algorithm 1 The two stages of a trade.

1: procedure Execute(𝜋,𝑋,𝐴)
2: Decode (𝑎,𝑏,𝑑,𝑞min,𝑂, 𝑣fee, 𝑛0, 𝑛1, 𝑐change ) from 𝑋,𝐴

3: require SpendOK(𝜋,𝑋,𝐴,𝑇 ,N)
4: require 𝑎 ≠ 𝑏, RouteOK(𝐴,𝑎,𝑏 )
5: require𝐶 [𝑎] ≥ 𝑑 + 𝑣

fee
, 𝐽 [𝑛0 ] = ∅

6: require |𝑇 | + slots( 𝐽 ) + 1 + 1[𝑐
change

≠ 0] ≤ 2
32

7: N ← N ∪ {𝑛0, 𝑛1};𝐶 [𝑎] ← 𝐶 [𝑎] − 𝑑 − 𝑣
fee

⊲ before the call

8: ( ˆ𝑏,𝑞) ← CallAdapter(𝐴,𝑑,𝑞min )
9: Measure the input debit Δ𝑎 and the output credit 𝑞

10: require Δ𝑎 = 𝑑 , ˆ𝑏 = 𝑏, 𝑞 = 𝑞

11: require 0 < 𝑞 < 2
128

, 𝑞 ≥ 𝑞min

12: 𝐶 [𝑏 ] ← 𝐶 [𝑏 ] + 𝑞
13: 𝑐

trade
← 𝐻213 (𝑏,𝑞,𝐻214 (𝑛0 ),𝑂 )

14: 𝐽 [𝑛0 ] ← (𝑐change, 𝑐trade )
15: Pay the fee 𝑣

fee
to the relayer

16: end procedure
17: procedure Finalize(𝑗 )
18: require 𝐽 [ 𝑗 ] = (𝑐

change
, 𝑐

trade
) exists

19: Delete 𝐽 [ 𝑗 ]
20: Append 𝐻203 (1, 𝑐change ) , if any, then 𝐻203 (2, 𝑐trade ) to𝑇
21: Accept the new root; leave N and𝐶 unchanged

22: end procedure

are 𝑛0, 𝑛1; for a one-note spend, 𝑛1 is a fresh padding nullifier. Hats

mark the values that the adapter reports, and Δ𝑎 and 𝑞 are the debit
and the credit that the Pool measures itself. Execute marks both

nullifiers as spent and debits 𝐶 [𝑎] before it calls the adapter, and a

failed check reverts the whole transaction.

Non-atomic DeFi operations. A non-atomic DeFi operation,

such as a redemption from a queue that follows the ERC-7540 vault

standard [41], becomes two atomic trades. In the first, the venue’s

adapter holds the pending position for all its ticket holders and

returns a fungible ticket, which Execute measures like any other

output. Once the position settles, a second trade exchanges the

ticket for the settled assets, and the holder’s ownership stays private

between the two trades. Our ERC-7540 test adapter uses aggregate

request ID zero and requires the venue to enforce controller consent;

settlement depends on the venue. Prediction markets fit in the same

way, because all shares of one outcome pay the same, so an adapter

can hold them and issue tickets for them.

4.5 Security Analysis
Under the assumptions of Section 3.2, we prove in Appendix B that

Fuyu has the following properties.

(1) Ownership. Only the holder of a note’s spend secret can spend

the note.

(2) No double spending. Each note has exactly one nullifier, and

the Pool accepts it only once, so no note can be spent twice.

(3) Solvency. For every asset, the Pool’s balance covers all unspent
notes and pending receipts of that asset.

(4) Unlinkability. No observer without the opening or recipient

keys, even one with a quantum computer, can tell which note

a spend consumes or who owns a new note, beyond what the

public operation fields and timing reveal.
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policy TreasuryDisclosure {
permit auditor ask holdings expose manifest(CurrentView);
permit auditor ask holdings, provenance, activity,
identity expose manifest(AuditReview);

}

query QuarterlyReview for auditor about treasury
at finalized(24000100) expires 1893456000
nonce 0x2a91 {

over_1m: value(USD) >= 1_000_000 USD;
sanctioned_funds: exists deposit where source in OFAC@17;
held_sep_30:
balance(stataUSDC) at 2026-09-30 >= 25_000 stataUSDC;

within_limits: every day in 2026-07-01..2026-09-30:
sum(trade.amount_in in USD) <= 50_000 USD;

verified_entity: attested(KycIssuer, verified_entity);
cleared: over_1m and not sanctioned_funds
and within_limits and verified_entity;

}

Figure 5: The treasury’s disclosure policy and the lender’s
quarterly review in FPL. The query’s 32-byte nonce is short-
ened, and its snapshot height belongs to the illustrative fix-
ture.

5 The Fuyu Policy Language
A holder answers an auditor’s questions with proofs instead of

records. The questions are written in the Fuyu Policy Language

(FPL), a typed language for Yes/No questions about one account’s

history. FPL can express a lender’s questions, including those whose

desired answer is No, and its type system infers sufficient informa-

tion to certify each answer. For example, enough unspent notes

prove a minimum balance, but chosen deposits cannot show that

no prohibited deposit exists.

How an audit runs. An auditor sends the holder a query, a
named list of questions about one account, the query’s subject, at a
finalized block, the query’s snapshot. The holder decides whether to
answer, proves its answers on its own device, and sends the proofs

to the auditor, who verifies them against the chain. No one else

receives the holder’s records or a viewing key.

Programs and names. An FPL program is either a disclosure

policy or a query. The holder’s disclosure policy states in advance

which auditors it accepts, which kinds of questions each may ask,

and which public facts an answer may reveal. FPL refers to the

outside world only through names, such as a currency, a token, or

a list, which a registry that both parties share maps to an address,

an asset, a price feed, an address list, or a credential issuer.

Example. Figure 5 shows a disclosure policy and a quarterly

query for the treasury. The policy has two grants, each written with

permit. A grant lets one auditor ask certain kinds of questions,

called capabilities. Besides the Yes/No result, the answers may reveal

only the public facts listed in a reviewed effect manifest. holdings
covers balances and values, and provenance covers deposits and
their sources. activity covers trades, transfers, withdrawals, and

received notes, and identity covers credentials. The first grant

allows holdings questions within the CurrentView manifest, and

the second allows all four capabilities within AuditReview.

𝑝 ::= policy(𝑔) policy

𝑔 ::= grant(𝑢,𝐾, 𝐸 ) | 𝑔 ⊕ 𝑔 grants

𝐾 ⊆ {hold, prov, act, id} capabilities

𝑄 ::= query(𝑢, 𝑠,ℎ, 𝜂, 𝛿, 𝜈, ®𝜃 ) query

𝜃 ::= 𝑥 :𝜑 question

𝜑 ::= 𝜏 ⊲⊳ 𝑐 | ∃𝑅.𝐹 | �𝑅.𝐹 | ∀𝑅.𝐹 ⇒ 𝐺

| attested(is, cl, 𝑡 ) | 𝑥
| every𝑃 𝐼 . 𝜑 | some𝑃 𝐼 . 𝜑 windows

| ¬𝜑 | 𝜑 ∧ 𝜑 | 𝜑 ∨ 𝜑
𝜏 ::= bal(𝑎, 𝐹, 𝑡 ) | val(𝑁, 𝐹, 𝑡 ) holdings

| count(𝑅, 𝐹 ) | sum(𝑅.𝑓 , [𝑁 ], 𝐹 ) aggregates

𝐹,𝐺 ::= ⊤ | 𝑓 ⊲⊳ 𝑣 | 𝑓 ∈ ®𝐿 | 𝑓 ∉ ®𝐿 | 𝑓 ∈ 𝐼 field tests

| ¬𝐹 | 𝐹 ∧ 𝐹 | 𝐹 ∨ 𝐹
𝑅 ::= deposit | trade | transfer | withdrawal | received
𝑃 ::= hour | day | week | month periods

::= defines forms, | separates alternatives, and ⊕ collects grants. Arguments name

auditor 𝑢, capabilities 𝐾 , public effects 𝐸, optional subject 𝑠 and policy digest ℎ,

snapshot 𝜂, expiry 𝛿 , nonce 𝜈 , and questions
®𝜃 . hold/prov/act/id mean

holdings/provenance/activity/identity. 𝑥 names formula 𝜑 ; 𝜏 is a numeric term, 𝑐 a

bound, 𝑅 a record relation, 𝐹,𝐺 filters, 𝑓 a field, 𝑣 a value, ®𝐿 list unions, 𝐼 a time

interval, and 𝑃 a period. 𝑎, 𝑁 , 𝑡 denote asset, numeraire, time; is, cl denote issuer,
credential claim.

Figure 6: Abstract syntax of FPL. ⊲⊳ ranges over <,≤,=,≠,≥
, >, and [𝑁 ] marks an optional numeraire. An omitted filter
means the always-true ⊤.

The query is addressed to auditor and asks about treasury,
names that the registry maps to the auditor’s and the subject’s

addresses. finalized(24000100) sets the snapshot block, expires
the query’s deadline in Unix seconds, and nonce a fresh value from

the auditor. The registry also defines the remaining names. USD is a
numeraire with a price feed for each asset, and stataUSDC is the
vault’s share token. OFAC@17 is a list of sanctioned addresses, where
@17 names its 17th published version, whose contents the registry

identifies by a digest, so both parties check the same addresses.

KycIssuer is a credential issuer that attests that an account belongs
to a verified entity. The query asks five questions that a lender might

ask before it renews a loan, and a sixth that combines four of them

into one decision.

(1) over_1m asks whether holdings, valued in USD, reach $1M.

(2) sanctioned_funds tests for a deposit from OFAC@17.

(3) held_sep_30 asks whether the stataUSDC balance reached

25,000 units at the end of September 30, 2026.

(4) within_limits asks whether the trade inputs of each UTC day

from July 1 through September 30 were at most $50,000 in USD.

(5) verified_entity asks whether KycIssuer has given the trea-

sury a valid, unrevoked verified_entity credential.

(6) cleared combines four earlier answers, where and requires all

four conditions and not requires a No to sanctioned_funds.

We checked both programs with our implementation of FPL’s type

checker. Under the registry, the query is well typed, the policy’s

second grant allows each of its questions, and each question receives

the evidence profile that Section 5.2 derives for it. The checker

10
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rejects a query that names a list missing from the registry, such as

OFAC@18. Under a policy with only the first grant, it even rejects

over_1m, because the answer would reveal its price feed, which

CurrentView does not list.

5.1 Syntax and Semantics
Figure 6 gives FPL’s abstract syntax, in which ::= defines a form,

| separates the alternatives, and an arrow over a symbol marks a

list. A disclosure policy 𝑝 consists of grants 𝑔, and each grant gives

an auditor 𝑢 capabilities 𝐾 and public effects 𝐸. A query 𝑄 records

its auditor 𝑢, an optional subject 𝑠 (⊥ if absent), an optional policy

digest ℎ, the snapshot 𝜂, an expiry 𝛿 , and an auditor nonce 𝜈 . It also

lists questions 𝜃 = 𝑥 :𝜑 , each a formula with a name. A formula can

compare a term 𝜏 with a bound 𝑐 in the same unit. Here bal totals
the notes held at time 𝑡 in asset 𝑎, and val totals their value in a

numeraire 𝑁 such as USD. Likewise, count counts the records of
a relation 𝑅, and sum totals their field 𝑓 . A formula can also ask

whether some, no, or every record chosen by a filter 𝐹 qualifies; in

∀𝑅.𝐹 ⇒ 𝐺 , every record of 𝑅 passing 𝐹 must also pass 𝐺 . Filters

compare fields with values, intervals 𝐼 , and unions ®𝐿 of registered

address lists. Finally, a formula can test a valid, unrevoked credential

claim cl from issuer is at time 𝑡 , test another formula in every or

some hour, day, week, or month of an interval, combine formulas,

or refer to an earlier answer 𝑥 . Every formula has finite depth and

reads only account history and registered inputs.

History and denotations. A query looks at the subject’s his-

tory𝑀 up to the snapshot.𝑀 contains every note under any receiv-

ing key the subject had registered by then, including retired ones.

𝑀 has five relations. deposit holds each deposit’s source, asset, and

amount. trade holds each Execute that spends an account note,

with its venue, input, and measured output. transfer holds private
transfers in or out, withdrawal holds withdrawals and their recipi-

ents, and received holds each private transfer output the account

can spend, including change.𝑀 also holds the setH of notes the

account ever held, with their creation and spend times, and the sub-

ject’s credentials. A holding’s source field is its set of direct deposit

sources; both list membership and exclusion require a nonempty

set whose every member satisfies the test. A trade or a withdrawal

counts for an account when one of its notes takes part, and a date

used as a time point means the last second of its UTC day. We write

[[𝜑]] (𝑀) for the answer to 𝜑 over𝑀 , and 𝑅(𝑤) for the records of 𝑅
up to the snapshot within an optional window𝑤 .H(𝑡) is the set of
notes created by time 𝑡 and still unspent at 𝑡 . Below,𝑀 is implicit,

𝑟 denotes a record, and 𝑜 a holding. Dots select fields, 𝐹 (𝑟 ) means

that 𝑟 passes 𝐹 , 𝑎𝑟 is the summed amount’s asset, and |𝑆 | counts
the members of a set 𝑆 . The main denotations are

[[∃𝑅.𝐹 ]] =
��{𝑟 ∈ 𝑅(𝑤) : 𝐹 (𝑟 )}�� > 0,

[[count(𝑅, 𝐹 )]] =
��{𝑟 ∈ 𝑅(𝑤) : 𝐹 (𝑟 )}��,

[[sum(𝑅.𝑓 , 𝑁 , 𝐹 )]] =∑
𝑟 ∈𝑅 (𝑤 ), 𝐹 (𝑟 ) px𝑁 (𝑎𝑟 , 𝑟 .𝑓 , 𝑟 .time),

[[bal(𝑎, 𝐹, 𝑡)]] =∑
𝑜∈H(𝑡 ), 𝑜 .𝑎=𝑎, 𝐹 (𝑜 ) 𝑜.amount, (4)

where px𝑁 uses the latest registered price at or before the valuation

time to convert an asset amount into numeraire 𝑁 , and fails if the

price is missing or stale. For an atomic amount 𝑥 and price 𝑝 , with

asset, price, and numeraire decimal counts 𝑑𝑎, 𝑑𝑝 , 𝑑𝑁 , it returns

⌊𝑥𝑝 10𝑑𝑁 /10𝑑𝑎+𝑑𝑝 ⌋ atomic units of 𝑁 . Each amount is rounded

down (⌊·⌋) before summation. val prices holdings in the same way.

∀ requires its condition for every selected record. every𝑃 requires

its body in every calendar period of the interval, and some𝑃 in at

least one. Each period is clipped to the interval, and its relations

contain only records in that span. Time points and window ends

must not follow the snapshot. Without an explicit time, balances,

values, and credentials use the span’s last second, or the snapshot

outside a window. Windows do not nest. A reference takes the

earlier answer. Every operand is evaluated, and all arithmetic is

exact.

5.2 Type Checking and Certification
Units and capabilities. The type checker gives each term a sort.

A balance of asset 𝑎 has sort Amount[𝑎], a converted sum or value

has sort Value[𝑁 ], and a count has sortCount. A comparison needs

a bound of the same sort, so balance(USDC) >= 1 stataUSDC is
ill typed, and a sumwithout conversion must filter its records to one

asset. The checker also collects the capabilities𝐾 (𝜑) that a question
uses and its public effects 𝐸 (𝜑). These effects include the auditor,
the snapshot, and any list, price source, window, or issuer it uses. A

grant grant(𝑢′, 𝐾, 𝐸) allows the question only if 𝑢′ = 𝑢, 𝐾 (𝜑) ⊆ 𝐾 ,
and 𝐸 (𝜑) ⊆ 𝐸. The answer then reveals its Yes/No bit and at most

those effects. A query that refers to the holder’s disclosure policy

compiles only if a grant allows every question.

Certification. Let 𝑀̂ ⊆ 𝑀 be the records that a holder’s proof

uses. The proof shows that each is a distinct record of the subject,

with all its fields, such as a note’s spend time. Both histories use

the same authenticated registry inputs, and the formula must be

defined on both. The checker decides separately what evidence can

prove a Yes and what can prove a No.

• 𝜑 is upward if [[𝜑]] (𝑀̂) ⇒ [[𝜑]] (𝑀) for every such 𝑀̂ . More

records cannot then overturn a Yes, so the records are a witness
for Yes, as enough qualifying notes are for a minimum balance.

• 𝜑 is downward if ¬[[𝜑]] (𝑀̂) ⇒ ¬[[𝜑]] (𝑀). The records are then
a witness for No, as enough notes to exceed an upper bound are.

• Otherwise, the checker requires the complete history, a proof of
the history-completeness relation Rhist requiring 𝑀̂ = 𝑀 . For

example, a few deposits outside a prohibited list cannot show

that all deposits are outside it.

The profile Γ ⊢ 𝜑 : Ans[𝜅+, 𝜅−] records, under the registry Γ, the
methods 𝜅+ for a Yes and 𝜅− for a No. Each method is wit (a wit-
ness) or cmp (the complete history). Here ⊢ means that the checker

assigns a profile, and wit ⊑ cmp means a witness requires no more

evidence than complete history. Rules put premises above the line

and inferred profiles below, for well-typed formulas. Lower bounds,

existence, and a credential test about a given subject are upward.

⊲⊳ ∈ {≥, >}
Γ ⊢ 𝜏 ⊲⊳ 𝑐 : Ans[wit, cmp] Γ ⊢ ∃𝑅.𝐹 : Ans[wit, cmp]

𝑠 ≠ ⊥
Γ ⊢ attested(is, cl, 𝑡) : Ans[wit, cmp]

(5)

Upper bounds and absence reverse these methods, because 𝜏 ≤ 𝑐 is
¬(𝜏 > 𝑐) and ∀𝑅.𝐹 ⇒ 𝐺 is ¬∃𝑅.(𝐹 ∧ ¬𝐺). Negation swaps them,

and ∧ (and) and ∨ (or) join them. The join ⊔ takes cmp if either
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operand needs it and wit otherwise.

Γ ⊢ 𝜑 : Ans[𝜅+, 𝜅−]
Γ ⊢ ¬𝜑 : Ans[𝜅−, 𝜅+]

Γ ⊢ 𝜑𝑖 : Ans[𝜅+𝑖 , 𝜅−𝑖 ]
Γ ⊢ 𝜑1 ◦ 𝜑2 : Ans[𝜅+

1
⊔ 𝜅+

2
, 𝜅−

1
⊔ 𝜅−

2
]
(6)

for ◦ ∈ {∧,∨}, with a premise for each operand 𝑖 ∈ {1, 2}. Compar-

isons with = or ≠ get Ans[cmp, cmp]. A window takes its body’s

profile, and a reference takes its question’s profile. Without a sub-

ject, only witnessed answers are allowed.

Proposition 5.1 (Witness soundness). If Γ ⊢ 𝜑 : Ans[wit, 𝜅−],
then 𝜑 is upward; if Γ ⊢ 𝜑 : Ans[𝜅+,wit], then 𝜑 is downward.

More records can only enlarge {𝑟 ∈ 𝑅(𝑤) : 𝐹 (𝑟 )} andH(𝑡). Exis-
tence, counts, and valid credentials can therefore only grow, and

so can sums, balances, and values, because amounts and prices are

non-negative. A lower bound that holds on 𝑀̂ thus still holds on𝑀 ,

and an upper bound that fails on 𝑀̂ still fails on𝑀 . Negation swaps

these directions, and the connectives and finite windows keep them,

so induction on the typing derivation proves the proposition.

In the example query, a few notes witness a Yes to over_1m
and to held_sep_30, and a single credential witnesses a Yes to

verified_entity. A No to sanctioned_funds, however, needs
all deposits. A Yes to within_limits needs every day’s trading,

although one day above the limit witnesses a No. By the join, the

checker assigns both answers to cleared a complete-history pro-

file.

Encoding into zkSNARKs. FPL compiles supported positive

lower-bound questions into statements of zkSNARK relations. The

notes relation checks that the subject’s notes, received notes, or

deposits reach a threshold, and the spend-records relation checks the
same for its trades or withdrawals. The holder proves the statement

on its own device, and the auditor verifies the proof against the note

commitments. A proof reveals only the answer, a hash of the query,

blinded accumulator commitments, and an account tag, which ties

the proof to all of the subject’s receiving addresses, so the auditor

learns neither which records the holder counted nor how many,

up to a preset cap. By the knowledge soundness of the zkSNARK

and Proposition 5.1, every answer that the auditor accepts holds

on the subject’s complete history. The current compiler refuses

a program containing any unsupported question, naming each

refusal, including source-list tests, pricing, credentials, windows,

transfer amounts, and negative or complete-history answers. A

missing or failed proof leaves a question unanswered; it is never a

No.

6 Implementation
We implemented Fuyu on Ethereum. Solidity contracts implement

the Pool and venue adapters for Uniswap V3 and lending vaults.

We write the circuits in Circom and prove them with Groth16 [22]

in snarkjs, in a browser wallet that also scans for payments. The

spend circuit has 52,429 constraints, and the Pool’s verifier checks

a spend proof for about 444k gas. The partial-decapsulation filter

below is evaluated in the scanning harness and used by the wallet;

tag matches undergo full decapsulation and commitment validation

before a note is accepted.

Our proofs use the BN254 curve, because Ethereum supports it

with precompiled contracts. A quantum computer that computes

Table 1: Fuyu and privacy systems on Ethereum and OPMain-
net. means yes or private, partly or at risk, and no or
exposed. Link ratings assume normal private operations and
a sufficient anonymity set.
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Functionality and control (RQ1)
Private transfers

DeFi applications

Decentralization

History hidden from third parties

Zero-knowledge proof of funds

Security (RQ2), link privacy against
A chain analyst

A future quantum adversary

Security (RQ2), the worst case
Exit window before upgrades

discrete logarithms on BN254 could therefore forge a spend proof

and withdraw funds it does not own. The circuits do not depend

on Groth16, however, so a successor Pool could verify them with a

hash-based proof system such as a scalable transparent argument

of knowledge (STARK) [8], which resists quantum forgery. Groth16

is also perfectly zero-knowledge for a well-formed proving key, so

recorded proofs reveal nothing even to that computer.

7 Evaluation
Our evaluation answers three research questions (RQs). RQ1 (func-

tionality and control) asks what a holder can do privately and who

can finalize its trades or read its history. RQ2 (cost and security)

asks what each operation costs and what an adversary can learn.

RQ3 (expressiveness) asks which compliance questions FPL can

express and how long their proofs take. Table 1 answers RQ1 and

RQ2 for Fuyu and four privacy protocols deployed on Ethereum and

OP Mainnet. Following L2BEAT [31], it considers a chain analyst,
who matches public amounts and timing, and a future quantum
adversary, who saves today’s data for a quantum computer.

Experimental setup. We deployed the Pool on a fork of

Ethereum mainnet and called the deployed Uniswap V3, Aave,

and sDAI contracts. Proving times are medians of at least three

runs on an AMD EPYC 9654 server, natively with rapidsnark on 16

cores and in a browser on four cores. Times for finding payments

benchmark the delivery-tag filter with the wallet’s JavaScript

cryptography library on one core.

7.1 Functionality and Control (RQ1)
DeFi applications. Fuyu supports non-atomic DeFi operations

through ticket adapters. RAILGUN measures a venue’s output and
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shields it again within the transaction that calls the venue [52];

ticket adapters can likewise represent pending positions between

calls. Privacy Boost’s Earn credits a vault’s output through a later

deposit proof, which its operator builds [49], so we rate its DeFi

support as partial. Tornado Cash here denotes its original fixed-

denomination Ethereum pools; these and Privacy Pools v1 offer no

DeFi operations.

Decentralization and history. Tornado Cash, RAILGUN, and Fuyu
need no operator, and anyone can finalize a Fuyu trade. A Privacy

Pools v1 withdrawal stays private only if the pool’s association set

provider has approved the deposit, and the depositor can otherwise

exit only publicly [11]. Privacy Boost depends on a centralized

operator, which runs normal private operations inside a trusted
execution environment (TEE), a sealed area of a processor that is

meant to hide its data even from the machine’s owner. Its privacy

therefore rests on trusting this hardware and the operator, who can

also give registered auditors an account’s full history [48]. A Fuyu

auditor gets only the answers that the holder chooses, whereas a

shared viewing key shows far more. A zero-knowledge proof of funds,
which shows that a balance reaches a bound without revealing the

account’s notes, is offered only by Fuyu.

Results for RQ1. Fuyu supports private transfers and non-atomic

DeFi, with permissionless trade finalization and holder-selected dis-

closure.

7.2 Cost and Security (RQ2)
Gas. On a new Pool, Fuyu’s deposits and transfers use less gas than

RAILGUN’s (Figure 7).

DeFi trades. For the same 0.1 WETH swap on Uniswap V3, Fuyu

used 1.20M gas against RAILGUN’s 1.35M, saving 11%. For the same

500 USDC supply to Aave, Fuyu used 1.32M against RAILGUN’s

1.46M, saving 10%. Both start with one funded note in newly de-

ployed Pools on the same Ethereum fork; each operation consumes

one private note and returns its result privately. RAILGUN’s shield

and unshield fees remain enabled. These totals include gas spent

inside the venues.

Finding payments. Fuyu’s delivery-tag filter checks a note’s de-
livery tag in 0.14 ms, 5.7× faster than a full ML-KEM decapsulation

and 11× faster than an X25519 key exchange in the same library,

whereas RAILGUN’s wallet spends 0.83 ms on each transfer out-

put [54]. Fuyu’s delivery-tag filter identified its outputs in a his-

tory of one million notes in 2.4 min, 6.2× faster than RAILGUN’s

14.6 min.

Proving. Fuyu’s spend proof takes 6.3 s in a browser and 0.32 s

natively, including the encryption of its outputs and the fields of a

trade.

Exit. No party can pause the Pool or move its notes. Holders of

the zero-controller notes described here can always exit, revealing

a deposit’s source if screening prevents private spending. This is an

infinite exit window under the assumptions of Section 3.2. Table 1

rates the window before an upgrade can prevent exit: infinite for

Fuyu, Tornado Cash, and Privacy Pools v1, finite for RAILGUN,

and absent for Privacy Boost. Privacy Boost does offer forced with-

drawals without its TEE, but its owner can replace the verifier

without an upgrade delay [50, 51].

Future privacy. Of the compared privacy protocols that support

private payments and DeFi, only Fuyu keeps payments unlinkable

against a future quantum computer, because it protects note owners

and payment openings with hashes, symmetric encryption, and

post-quantum key encapsulation.

Results for RQ2. On one million notes, Fuyu’s delivery-tag filter

is 6.2× faster than RAILGUN’s wallet. On a new Pool, the matched

swap and supply operations use 10–11% less total gas than RAILGUN.

7.3 Expressiveness (RQ3)
We constructed sixteen representative compliance questions about

holdings, sources of funds, activity, and identity, informed by the

anti-money-laundering guidance of the Financial Action Task Force

(FATF) [18], the SEC’s definition of an accredited investor [60],

and the covenants that lenders set (Appendix A). FPL expresses

all sixteen. Its type system assigns witness-Yes profiles to twelve

of them and complete-history Yes profiles to the other four. The

current proof compiler supports five of these questions. A zero-

knowledge proof of funds over up to 64 notes took 15 s natively

and 201 s in a browser, and the auditor verified it in 0.34 s.

Results for RQ3. FPL expresses all sixteen compliance questions

and assigns witness-Yes profiles to twelve of them. The current proof

compiler supports five. A proof of funds over up to 64 notes took 15 s

natively and 201 s in a browser.

8 Related Work
Shielded payments. Zerocash introduced the note model [9].

Zexe extended it to private computation [10], Tornado Cash brought

mixing to Ethereum [47], and Namada’s MASP andMantaPay shield

many assets in one set [14, 23]. Public timing and amounts can

narrow the set of possible senders even when a proof hides the

spent note [29], so Fuyu lists what each operation reveals. Zcash’s

ZIP 2005 proposes a way to recover funds once quantum computers

arrive, but not to keep earlier payments private [27].

UTXO and account models. The Extended UTXO model of

Cardano and Ergo and the Cell model of Nervos keep contract state

inside UTXOs, as data guarded by scripts [13, 17, 62]. Their trans-

actions specify every output before they are sent. In SundaeSwap

on Cardano, for example, users lock funds in order UTXOs, and au-

thorized scoopers execute batches of orders against the UTXO that

holds a pool’s reserves [33]. Everything stays public. Fuyu instead

keeps private notes as UTXOs and leaves state in account-model

contracts, whose effect the Pool measures at execution.

Private DeFi. Hawk, Zapper, and zkay protect contract state

and execution [30, 58, 59]. Aztec’s alpha mainnet, launched in 2026,

combines private functions proved on the user’s device with public

ones [6, 55]. Fuyu, in contrast, keeps the venue public and measures

what it returns. Penumbra batches swaps on its own chain, and

a user claims the output in a later block with a proof that needs

its full viewing key [46]. Aztec Connect batched bridge calls [5],

and zkBob’s operators submit its tree updates [66]. RAILGUN’s

relay contract makes public calls and re-shields the returned to-

kens in the same transaction [52]. Privacy Pools v2 adds private
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transfers, swaps, and yield operations [1], but uses X25519 for

note delivery [2]. Our comparison uses v1. Nocturne, shut down in

2024 [40], chose an operation’s refund owner before the operation

ran and turned the measured balances into notes in the same trans-

action, which any account could submit [39]. Hinkal and Privacy

Boost’s Earn also measure venue output onchain [25, 49]. Fuyu

also supports non-atomic operations, whose pending positions it

holds privately as tickets. Zama’s FHEVM computes on values en-

crypted with fully homomorphic encryption through a threshold

key-management network [63], which Fuyu’s payments do not

need.

Accountable privacy. Garman, Green, and Miers add policy en-

forcement and selective tracing to shielded payments [20]. Hinkal

proves on every spend, against current screening data, that the

funds do not come from a flagged deposit [24], and Nocturne

screened deposits offchain with delays and caps [39]. Panther di-

vides its pool into zones whose managers set KYC and transaction

rules backed by zero-knowledge attestations, and it has run on

Polygon and Base since 2026 [43–45]. Canton gives institutions

sub-transaction privacy without zero-knowledge proofs, because

it sends each stakeholder’s node only its own view of a transac-

tion [12, 16]. zkLedger can give complete answers about totals,

because its ledger commits to every bank’s part of every transac-

tion [37]. A Fuyu note tree, however, cannot show that a holder

presented every record, so FPL separates the answers that a witness

proves from those that need the complete history.

Privacy languages. zkay checks privacy annotations on con-

tracts, Zapper compiles private contract execution, and ZQL com-

piles private queries [19, 58, 59]. vSQL proves that answers over

outsourced data are correct and complete [64], and work on incom-

plete databases asks which answers hold in every completion [28].

FPL instead sorts each Yes and No by the evidence that proves it.

9 Conclusion
On a public blockchain, a fund that moves its assets onchain exposes

every payment, permanently. Fuyu addresses this for smart-contract

blockchains. Hashes, symmetric encryption, and ML-KEM-768 keep

recorded payments as private against a future quantum computer

as they are today, and because a recipient checks a delivery tag

with a partial decryption, the delivery-tag filter finds the recipient’s

outputs on a ledger with one million notes 6.2× faster than in RAIL-

GUN. Deferred notes let the Pool measure each DeFi trade’s output

and make finalization permissionless, and FPL makes disclosure

programmable.

As a result, the fund can pay its suppliers without revealing

whom it paid or how much. It can also answer its lender with

proofs that reveal only the answers it chooses. As for any trade at a

public venue, however, Fuyu’s trade amounts stay public. Even so,

we believe Fuyu lets institutions bring their assets onchain while

keeping what they have today.
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query Benchmark for auditor about treasury
at finalized(1020) expires 1893456000 nonce 0x7777 {

funds_100k: balance(USDC) >= 100_000 USDC;
held_sep_30: balance(USDC) at 2026-09-30 >= 25_000 USDC;
over_1m: value(USD) >= 1_000_000 USD;
kept_50k: every day in 2026-07-01..2026-09-30:
balance(USDC) >= 50_000 USDC;

under_cap: balance(USDC) <= 5_000_000 USDC;
sanctioned_funds: exists deposit where source in OFAC@17;
clean_funds: balance(USDC where
source not in OFAC@17) >= 10_000 USDC;

deposited_1m: sum(deposit.amount
where asset == USDC) >= 1_000_000 USDC;

within_limits: every day in 2026-07-01..2026-09-30:
sum(trade.amount_in in USD) <= 50_000 USD;

withdrew_q3: sum(withdrawal.amount where asset == USDC
and time in 2026-07-01..2026-09-30) >= 10_000 USDC;

active_trader: count(trade) >= 10;
no_large_exit:
no withdrawal where amount >= 1_000_000 USDC;

paid_out: sum(transfer.amount where direction == out
and asset == USDC) >= 1_000 USDC;

verified_entity: attested(KycIssuer, verified_entity);
accredited: attested(KycIssuer, accredited_investor)
and over_1m;

cleared: over_1m and not sanctioned_funds
and within_limits and verified_entity;

}

Figure 8: The sixteen benchmark questions in FPL. The
query’s 32-byte nonce is shortened, and the snapshot height
belongs to the benchmark fixture. OFAC@17 is version 17 of
the sanctioned-address list, and KycIssuer is a credential is-
suer.
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A Benchmark Questions
Figure 8 lists the sixteen compliance questions of Section 7.3 in FPL.

B Security Proofs
We prove the properties of Section 4.5 under Section 3.2, whose

four cryptographic assumptions we state here in full.

(1) Sound, zero-knowledge proofs. The setup of each relation leaves

its trapdoor unknown to the adversary. An accepted proof then

implies knowledge of a witness for its statement, which Groth

proves for Groth16 under that setup condition in the generic

group model [22], and a proof made with a well-formed proving

key is perfectly zero-knowledge.

(2) Secure hash functions. Poseidon, SHA-256, Keccak-256, and X-

Wing’s SHA3-256 combiner are collision resistant, so commit-

ments are binding. On a secret high-entropy input, they are

pseudorandom, also against a later quantum adversary, so com-

mitments are hiding, and nullifiers, owner tags, and delivery

tags look random.

(3) Post-quantum key encapsulation. We assume that ML-KEM-768

is IND-CCA secure and anonymous against a later quantum

adversary; related analysis covers Kyber [34]. For the delivery

envelope, we additionally assume that publishing the derived

tag preserves recipient anonymity and the combined secret’s

confidentiality.

(4) Secure symmetric encryption and key derivation. Note-opening
and sender-recovery encryption is semantically secure, and

domain-separated key derivation yields pseudorandom keys

and tweaks from secret seeds or shared secrets, also against a

quantum adversary.

Ownership and no double spending. Knowledge soundness
gives an opening for each input commitment 𝑐 under an accepted

root (Section 4.1), together with a spend secret 𝑘 whose owner root

𝑅 and the note’s secret tweak 𝑡 hash to its owner tag 𝑜 . By the hash

assumptions, finding another such secret is infeasible, and 𝑘 and 𝑐

determine the note’s one nullifier. The Pool rejects the nullifier if it

is already spent, and otherwise records it in the same step as the

rest of the operation.

Solvency. Under the asset assumptions of Section 3.2, let Bal𝑎 be
the Pool’s balance of asset𝑎, and𝑈𝑎 and Res𝑎 the totals of its unspent
notes and pending receipts. A deposit credits exactly what the Pool

collects, and Equation (3) accounts for every range-checked amount

of a spend. A trade credits only the measured balance change 𝑞, and

Finalize appends only stored commitments and deletes the receipt,

so no receipt is appended twice. Every operation thus moves value

between the Pool’s custody, unspent notes, and pending receipts

without counting it twice, so Bal𝑎 ≥ 𝑈𝑎 + Res𝑎 .

Unlinkability. Zero knowledge hides the witnesses, and hiding
commitments and semantically secure ciphertexts hide the notes.

Nullifiers and delivery tags are pseudorandom under their keys, and

fresh tweaks make owner tags unlinkable. An observer’s view there-

fore follows from the fields that each operation makes public and

the order of transactions, although actual anonymity still depends

on how people use the Pool. Against a later quantum adversary,

Groth16 proofs stay perfectly zero-knowledge for a well-formed

proving key, and no circuit uses an elliptic curve. Owners, com-

mitments, and nullifiers are Poseidon hashes, and the key to each

encrypted payment opening rests on ML-KEM-768 once X25519

falls [7].
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